whitepaper

-.."'I'..'I"I " B
s s B BB & 8 & @8 2 5 & @B 8

&

L]

..-..-....l @ & a B DB 8

" OF B

L]

s s o0 DDOBEE - -
® N

L ¥ B N B N F ¥ ¥ i

CORE I B O N N BN RN

L]
®
&
L]
L
]
L
i
L
L
L
. L
i
&
=
&
i W
.8 =
L
s =

# ¥ ® ® = = =3
® E B B ® & & & =
S PB 8 e e s
8 & & & & = =
@ & & & & @ ® @
& & ® & E W ¥ 4

L] i W ] ]

P o W @ @ & ® @ #

" - L - - =



introduction



current state of
centralized vpns

With the proliferation of internet-connected devices and the
increasing digitization of daily life, more and more people are
relying on the internet for communication, entertainment, education,
commerce, and a myriad of other activities.

As the internet becomes an integral part of modern society, the
importance of safequarding one’'s online privacy and security has never

been greater.

This is where Virtual Private Networks (VPNs) play a crucial role.



the importance and
significant growth of
digital assets

Digital assets are becoming increasingly vital in today's
interconnected world, revolutionizing how we perceive and interact
with value.

These assets encompass a wide range of digital representations of
value, including cryptocurrencies 1like Bitcoin and Ethereum, non-
fungible tokens (NFTs), digital securities, and digital collectibles.

As technological advancements and shifts in consumer behavior continue
to shape the digital landscape, the importance of digital assets is
becoming more apparent.



the need for off radar
decentralized vpn

Given the current state of internet privacy, security concerns, and
the increasing importance of digital assets, there is a clear and
pressing need for a VPN solution that transcends the limitations of
traditional services.

Off Radar VPN is designed to meet this need by providing a
decentralized VPN service that not only enhances user privacy and
security but also supports secure transactions for digital assets.

Our technology aims to mitigate the risks associated with centralized
architectures while offering improved privacy, security, and
performance for users.
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problem statement



limitations on servers

single point of failure

Centralized VPNs rely on a single server or a small number of servers
to handle all user traffic. If these servers experience downtime due to
maintenance, technical issues, or targeted attacks, the entire VPN
service becomes inaccessible, disrupting users' online activities.

limited server locations

VPN servers are typically located in specific geographic regions. In a
centralized VPN setup, users may have limited options when it comes to
server locations, which can lead to suboptimal performance for users
located far from the nearest server.



government and policies

censorship and geo-resitrictions

Some centralized VPN providers may be subject to censorship or
government requlations, leading to restricted access to certain
websites or services. Additionally, centralized VPNs may struggle to
bypass geo-restrictions imposed by streaming platforms or content
providers.

lack of transparency

Centralized VPN providers often control their infrastructure and
operations without transparency regarding their logging policies,
security practices, or data handling procedures. This lack of
transparency can erode user trust and make it difficult for users to
make informed decisions about their privacy and security.

security risks

Entrusting all user data to a centralized authority introduces
security vulnerabilities. Hackers may target VPN servers to access
sensitive user information or intercept communications. Additionally,
since the VPN provider has access to all user traffic, there's a risk
of data logging or surveillance, compromising user privacy.



iInfrastructure

scalability challenges

As the user base of a centralized VPN grows, scaling up infrastructure
to accommodate increased demand can be challenging and costly. This
can result in service degradation or higher subscription fees for
USers.

performance bottlenecks

Centralized VPNs may suffer from performance issues, especially during
peak usage times when server resources are strained. This can result
in slow connection speeds, latency, and reduced overall performance,
negatively impacting user experience.

problems in the digital space

While digital assets offer numerous benefits, they also come with their
fair share of challenges and risks. Here are some of the key problems
associated with digital assets:

e security concerns

Digital assets are susceptible to security breaches and hacking
attacks. Cryptocurrency exchanges, wallets, and other platforms are
prime targets for cybercriminals seeking to steal funds or sensitive
information. High-profile hacks and security breaches have resulted in
substantial financial losses for users and damaged trust in the broader
digital asset ecosystem.

e hacking and theft

Digital wallets and asset platforms are prime targets for hackers.
Phishing attacks, malware, and exploits are commonly used to steal
assets. The irreversibility of blockchain transactions means that once
assets are stolen, recovery is often impossible.
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market analysis




current vpn market

The current VPN market is a bustling ecosystem characterized by a
diverse array of providers, evolving consumer demands, and dynamic
technological advancements.

market growth

The global VPN market has witnessed significant growth in recent years,
driven by increasing concerns about online privacy, security, and
access to restricted content. According to market reports, the VPN
market was valued at over $380 billion in 2020 and is projected to
continue growing at a compound annual growth rate (CAGR) of around 12%
from 2021 to 2026.

consumer trends

Consumer preferences in the VPN market continue to evolve, reflecting a
growing emphasis on privacy, security, and streaming capabilities.
Features such as zero-logs policies, strong encryption, and support
for streaming services are increasingly sought after by users.
Additionally, there is a rising demand for VPN services that offer
multi-platform support, including desktop, mobile, and smart devices,
to cater to the diverse needs of modern users.



regulatory environment

The requlatory landscape surrounding VPN services varies across
different jurisdictions, with some countries imposing restrictions on
VPN usage or requiring providers to comply with data retention laws
and censorship requlations. Navigating the requlatory environment
remains a challenge for VPN providers, particularly those operating in
regions with stringent internet requlations.



centralized vs
decentralized



architecture

centralized vpn

In a centralized VPN, all user traffic is routed through a single
central server or a network of servers controlled by the VPN provider.
The provider manages and maintains the infrastructure, and users
connect to the VPN service through client applications or browser
extensions.

decentralized vpn

Decentralized VPNs operate on a peer-to-peer (P2P) network, where
network resources are distributed across a network of nodes. Users act
as both clients and servers, contributing bandwidth and processing
power to the network. Decentralized VPNs typically utilize blockchain
or distributed ledger technology to facilitate peer-to-peer
connections and manage network operations.



control and ownership

centralized vpn

In a centralized VPN, the VPN provider has centralized control and
ownership over the network infrastructure. The provider 1is responsible
for managing user accounts, server maintenance, and enforcing network
policies.

decentralized vpn

Decentralized VPNs operate without a central authority or single point
of control. Network participants collectively contribute to the
operation and governance of the network, with decisions made through
consensus mechanisms rather than by a central entity.



privacy and security

centralized vpn

Centralized VPNs require users to trust the VPN provider with their
sensitive data, as all user traffic passes through the provider's
servers. While reputable VPN providers implement encryption and
privacy protections, there is still a risk of data logging,
surveillance, or third-party access to user information.

decentralized vpn

Decentralized VPNs offer enhanced privacy and security by eliminating
the need to trust a single central authority. User data is encrypted
and routed through peer-to-peer connections, reducing the risk of data
logging and surveillance. Decentralization also makes it more difficult
for hackers or malicious actors to exploit vulnerabilities in a single
central server.



scalability and
performance

centralized vpn

Centralized VPNs may face scalability challenges as the user base
grows, requiring the VPN provider to invest in expanding server
infrastructure to accommodate increased demand. Performance may also
be affected during peak usage times or server congestion.

decentralized vpn

Decentralized VPNs can scale more effectively by leveraging the
collective resources of network participants. As the user base grows,
additional nodes can join the network, increasing capacity and
improving performance without relying on a single provider to scale
infrastructure.



regulatory compliance

centralized vpn

Centralized VPN providers are subject to requlatory requirements and
may be compelled to comply with government requests for user data or
surveillance. Depending on the jurisdiction, centralized VPN providers
may be required to implement logging policies and cooperate with law
enforcement agencies.

decentralized vpn

Decentralized VPNs operate in a more decentralized and censorship-
resistant manner, making it challenging for requlators to enforce
compliance or requlate network activity. However, decentralized VPNs
may still need to navigate legal and requlatory challenges related to
encryption, privacy, and network operations.
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about
off radar vpn




vision and mission

Our project aims to create a decentralized virtual private network
(dVPN) that prioritizes privacy, security, and user empowerment. By
leveraging blockchain technology and peer-to-peer networking
principles, our dVPN seeks to revolutionize the VPN industry, offering
users a truly decentralized and censorship-resistant alternative to
traditional centralized VPN services. Off Radar will provide the
following features:

e decentralization

e privacy by design

e security first

e COMmunity governance

e user-friendly experience

Our mission is to empower individuals around the world with the tools
and resources they need to reclaim their online privacy, security, and
freedom. By building a decentralized VPN that prioritizes privacy,
security, and user empowerment, we aim to usher in a new era of
internet freedom where users have full control over their digital
lives.



solving problems with
off radar

Off Radar is developed with the aim of catering to a wide range of
users, each with their own set of requirements and challenges when
navigating the digital world. Below are detailed use cases
demonstrating the application and benefits of Off Radar VPN for key
user groups.

content consumers

Scenario: Jake and his family tries to stream their favorite movie but
geo-restrictions are blocking the access based on their location.

Benefit with Off Radar VPN: Off Radar allows users to mask their IP
addresses and route their internet traffic through servers located in
different regions, effectively bypassing geo-restrictions and
accessing content that may be blocked or unavailable in their country.

individuals in restricted regions

Scenario: People who lives in a country with strict internet
censorship, limiting her access to information and freedom of speech.
She needs a VPN service that not only provides access to blocked
content but also ensures her online activities cannot be traced back
to her by local authorities.

Benefits with Off Radar VPN: With Off Radar, you can securely and
anonymously access the internet, circumventing censorship and
restrictions. The service's decentralized architecture makes it
significantly more difficult for her internet traffic to be monitored or
blocked by censorship mechanisms. Furthermore, Off Radar VPN's
encryption protects her identity and online activities, offering peace
of mind as she accesses information and communicates freely.



why off radar will
outperform other
competitors

In a crowded marketplace of VPN providers, Off Radar emerges as a
game-changer, poised to revolutionize the industry with a winning
combination of affordability, security, and innovation. Here's why Off
Radar will outperform competitors with cheaper prices, better
security, and more:

1. affordable pricing

Off Radar understands that privacy and security shouldn’'t come at a
premium. Unlike many competitors who charge exorbitant fees for their
services, Off Radar offers competitive pricing plans that make privacy
accessible to everyone. A monthly subscription is only $35,99! A yearly
subscription will be $39,90. This means that Off Radar is the most
affordable with dVPN’s! With Off Radar, users can enjoy the benefits of
a decentralized VPN without breaking the bank, making it the ideal
choice for budget-conscious individuals and businesses alike.

2. uncompromising security

At Off Radar, security 1is our top priority. We employ state-of-the-art
encryption protocols, zero-logs policies, and cutting-edge security
features to ensure that your data remains safe and secure at all
times. Unlike centralized VPNs that are susceptible to hacks,
breaches, and government surveillance, Off Radar's decentralized
architecture minimizes vulnerabilities and protects your privacy with
military-grade encryption.



3. blockchain integration

Utilize blockchain technology for authentication, logging, and payment
processing. This ensures transparency and tamper-proof records,
enhancing trust among users.

L. decentralized infrastructure

Off Radar operates on a decentralized network of nodes, eliminating
the need for a central authority or single point of control. This
distributed architecture ensures greater resilience, censorship
resistance, and trustlessness compared to traditional centralized
VPNs. With Off Radar, you can browse the internet with confidence,
knowing that your data is protected by a decentralized network of
peers.

9. transparent governance

Off Radar believes in transparency and community-driven governance.
Our decentralized VPN is governed by a transparent and democratic
process, where network participants collectively make decisions
regarding network operation, protocol upgrades, and policy changes.
This ensures inclusivity, fairness, and accountability, giving users a
voice in shaping the future of the VPN ecosystem.

6. global server network expansion

Off Radar is continuously expanding the global server network to
improve coverage and ensure reliable access to VPN services from
anywhere in the world.

7. continuous security audits

Conduct reqular security audits and penetration testing to identify
and address potential vulnerabilities, ensuring the highest level of
security for users’' data and privacy.



tokenomics

5/5 tax: 2% for development, 3% for the ecosystem
Supply: 1,000,000

Symbol: $0RAI

Token name: Off Radar AI

token distribution:

10% for staking pool (100,000 $0RAI tokens)
5% team wallet (50,000 $0RAI tokens)

% ecosystem (50,000 $0RAI tokens)

20% for private sale (160,000 $0RAI tokens)
60% for liquidity pool (640,000 $0RAI tokens)
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staking platform



Off Radar will have his very own unique staking platform. With our
staking platform, users can stake their tokens to become network
validators, earning rewards for securing the network and validating
transactions. By staking your tokens, you not only contribute to the
security and reliability of the Off Radar network but also earn
passive income in the process.

flexibility

Off Radar's staking platform offers unparalleled flexibility, allowing
users to stake their tokens for any duration of their choosing.
Whether you're looking to stake for a few days, weeks, or months, Off
Radar accommodates your needs, giving you the freedom to tailor your
staking strateqy to your individual preferences.

high rewards

Staking with Off Radar offers lucrative rewards, with users earning an
impressive 0.8% daily return on their staked tokens. This generous
reward rate provides users with a consistent stream of passive income,
making staking with Off Radar an attractive investment opportunity for
both seasoned crypto enthusiasts and newcomers alike.

no lock-up period

Unlike traditional staking platforms that impose lengthy lock-up
periods on staked tokens, Off Radar's staking platform allows users to
withdraw their staked tokens at any time without penalties or
restrictions. This flexibility ensures that users have full control
over their funds and can access them whenever they need them, without
having to wait for a predetermined period to elapse.



how to stake?

Staking your tokens on Off Radar's staking platform is quick, easy,
and rewarding. Follow these simple steps to start earning passive
income and contributing to the security and integrity of our
decentralized VPN network:

1. access the staking platform

Visit Off Radar's website and navigate to the staking section. If
you're already a user, log in to your account. If not, sign up for an
account to get started.

2. connect your wallet

To stake your tokens, you'll need to connect your cryptocurrency
wallet to the staking platform. Off Radar supports a variety of
wallets, including MetaMask, Trust Wallet, and others. Simply select
your preferred wallet and follow the prompts to connect.

3. choose your tokens

Once your wallet is connected, you'll be prompted to choose which
tokens you'd like to stake. Select the tokens you'd like to stake from
your wallet and proceed to the next step.



L. confirm your stake

Review the details of your staking transaction, including the tokens
staked, duration, and any associated fees. Once you're satisfied,
confirm your stake to initiate the staking process. Depending on
network congestion and other factors, your stake may take a few
moments to process.

5. start earning rewards

Congratulations! You've successfully staked your tokens on Off Radar's
staking platform. Sit back, relax, and watch as your tokens start
earning rewards at an impressive rate of 0.8% daily. Your rewards will
be automatically deposited into your wallet on a daily basis, allowing
you to enjoy passive income without any additional effort.

6. monitor your staking activity

Keep an eye on your staking activity through Off Radar's user-friendly
dashboard. Track your staked tokens, rewards earned, and other key
metrics to stay informed about your staking performance.

6. withdraw your staked tokens

If you ever decide to withdraw your staked tokens, simply navigate to
the staking platform and initiate a withdrawal request. Your tokens
will be released from staking and returned to your wallet, ready to be
used or transferred as you see fit.



roacdmap



phase 1

e social media launch

e release of the website vl
e private sale raise

e community building

o first twitter space

phase 2

o release of the beta version of off radar’s decentralized vpn
e smart contract deployment

e first designs of the mobile app

e start of off radar’s prelaunch marketing plan

o official token release of SORAI

e first security audit

e trending



phase 3

o off radar’s staking platform going live

e first partnerships

o official launch of off radar’'s decentralized vpn
e community security programs

e coinmarketcap and coingecko listing

e release of website v2

phase 4

e cexX listing

e user acquisition and adoption

e mainstream marketing campaigns

e introducing dao (decentralized autonomous organization)
e expand server network

e increase and expansion of global geographic access

e trending everywhere
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social media



At Off Radar, we're committed to revolutionizing the VPN industry with
our decentralized approach to online privacy and security. To achieve
our mission of building a more open, secure, and censorship-resistant
internet, we recognize the importance of harnessing the power of
social media to expand our reach and spread the word about our
decentralized VPN platform. Here's how we plan to leverage social
media to drive adoption and awareness:

engagement and interaction

We understand that social media is not just a platform for
broadcasting messages but also a space for meaningful engagement and
interaction with our community. Through platforms like Twitter,
Facebook, LinkedIn, and Reddit, we'll actively engage with our
followers, respond to inquiries, and participate in discussions
related to online privacy, security, and decentralization.

educational content

Building a decentralized VPN ecosystem requires educating users about
the benefits and principles of decentralization. Through informative
blog posts, videos, infographics, and tutorials shared on social
media, we'll empower users with the knowledge they need to understand
and embrace our decentralized VPN platform.



influencer partnerships

Collaborating with influencers, thought leaders, and industry experts
is an effective way to amplify our message and reach new audiences.

We'll partner with influencers who align with our values and vision,

leveraging their reach and credibility to increase awareness of Off

Radar's decentralized VPN platform among their followers.

promotional campaigns

Social media provides a platform for launching targeted promotional
campaigns to drive user acquisition and engagement. From limited-time
offers and discounts to referral programs and giveaways, we'1ll
leverage social media channels to incentivize users to try out Off
Radar's decentralized VPN platform and become ambassadors for our
brand.

X @offradar
@) offradar.com

00l medium.com/offradar

<] t.me/offradar



